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denyhosts D5 fail2ban
17 (1/2)
= gptitude purge denyhosts
= gptitude install failZ2ban

m /etc/hosts.deny
I%léenyhos’ts ‘Cl_jJDéht TZH



denyhosts h'5 fail2ban
NDBIT (2/2)
= /etc/hosts.allow @ TALL:

127.0.0.1 [:1]1 T Tsshd:
ALL) %Z3ENN

» /etc/hosts.deny @ TALL
EXCEPT sshd: ALL) Z=HIER

= /etc/hosts.deny (C TALL:
ALL), Z7E



ntp EIFF

» systemd-timesyncd [cB1T9
% 1o HEIER



7y ITIL—FK (1/2)

= /etc/apt/sources.list & /etc/
apt/sources.list.d/milter-
manager list ® wheezy %z
jessie [CE &

= gapt-get update

= echo $COLUMNS S$LINES A’
80 25 IC/2 % & 5 Ik E U Y
1 X (scriptreplay #&&E UL T)



Py ITIL—K (2/2)

= script -t 2>~/upgrade-
jessiel.time -a ~/upgrade-
jessiel.script

= gapt-get upgrade
= gpt-get dist-upgrade
= reboot



mailman

» THWF 1 —T 7 AMILDEEL
x91 TEMHIEE

2 Z/DX—)LAOANULTHEKRKU
fCEREIRBRWDT ThEDTIC
ks, THEAT



REZ7TILDIY—

s RFEREIFAINEEST DL
BEMNERREETHRFOT 71
Ve fERZZEAT



rkhunter.conf (1/3)

= mv rkhunter.conf.dpkg-dist
rkhunter.conf

= gptitude install unhide

= gptitude purge unhide.rb

. %%cg%? unhide /\w o —IJ(ICEE



rkhunter.conf (2/3)
RERU > fe
= ALLOW _SSH_PROT V1=T

s SCRIPTWHITELIST=/usr/bin/
unhide.rb

= unhide.rb ™% unhide /Xy o —|C
BRIz



rkhunter.conf (3/3)
REEUZEE:

MAIL-ON-WARNING="(EEZ S )L—7)@lilo.linux.or.jp"

# for etckeeper
ALLOWHIDDENDIR=/etc/.git
ALLOWHIDDENFILE=/etc/.etckeeper
ALLOWHIDDENFILE=/etc/.gitignore




/etc/etckeeper/
etckeeper.conf

= mv etckeeper/
etckeeper.conf.dpkg-dist
etckeeper/etckeeper.conf

» GIT_COMMIT_OPTIONS="-V"
Z BEIE



/etc/default/
spamassassin

= ENABLED=1 ICF 51T DEE
Icofc

= mv /etc/default/
spamassassin{.dpkg-dist,}

= /lib/systemd/system/ ~
spamassassin.service ([C#1T
L%UEIUDT‘ ENABLED (3=2£7/%



spamassassin/local.cf

# diff -u /etc/spamassassin/local.cf*
--- /etc/spamassassin/local.cf 2013-11-23 20:11:16.381039020 +0900
+++ /etc/spamassassin/local.cf.dpkg-dist 2015-02-01 04:08:46.000000000 +0900
@@ -16,10 +16,7 @@
# modifying the original message (@: off, 2: use text/plain instead)
#
# report_safe 1
-report_safe 0

-remove_header ham Status
-remove_header ham Level

#  Set which networks or hosts are considered 'trusted' by your mail
# server (i.e. not spammers)

@@ -85,4 +82,3 @ee
# shortcircuit BAYES_00 ham

endif # Mail::SpamAssassin::Plugin::Shortcircuit

m ZDEXZEX rm /etc/
spamassassin/local.cf.dpkg-

P



/etc/dokuwiki/local.php

Auto-generated by Debian postinst script

Tl <

Auto-generated by config plugin

ICE>TWedDT, ZDFXX 'rm
c;lokuwiki/locaI.php.ucf—distJ L




/etc/dokuwiki/
apache.conf

= Torder allow,deny; & TAllow
from ALL) Z TRequire all
granted; [C

» Deny from all; Z TRequire
all denied; IZ

= rm dokuwiki/apache.conf.ucf-
dist



/etc/ _milter-?reylist/
greylist.con

= mv milter-greylist/
greylist.conf.dpkg-dist milter-
greylist/greylist.conf

= http://milter-
manager.sourceforge.net/
reference/ja/install-to-
debian.html D& %E



apache2 M sites

= rm apache?Z/sites-enabled/
lilo.linux.or.jp

= mv apache?Z/sites-available/
lilo.linux.or.jp{,.conf}

= a2ensite lilo.linux.or.jp.conf



apache2 07 7 AFFrAIE
TE

= TOrder allow,deny; & Tallow
from all; Z "Require all
granted; ICZHE

s lservice apache?2 reload; T
= IR



apache2 @ conf

= dokuwiki.conf (ZBEIT conf-
available,conf-enabled (C#1T
BHICo T

= rmdir /etc/apache?2/conf.d



dokuwiki DIZ1E (1/2)

= http://lilo.linux.or.jp/wiki/ T
'A fatal error occured

during compilation of the
CSS files. If you recently
iInstalled a new plugin or
template it might be broken
and you should try disabling
It again. [parse error: failed
at “#line-height: Tem; = in/
lib/tpl/vector/static/css/
screen.css at line 384];
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= T#line-height: Tem; /* fix
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ntp &E (1/3)

= timedatect| set-ntp true



ntp %7€ (2/3)

= /etc/systemd/ _
timesyncd.conf @ Servers 5%
7E

n ServerS:ﬂtp1 .Sakura.ad.jp

= systemctl restart systemd-
timesyncd Tt



ntp RE (3/3)

= systemctl status systemd-
timesyncd ¥ timedatectl THeE

=X
arch



mbR (1/2)
= gpt-get autoremove
= gptitude purge '~C'

= gptitude search '~il~Odebian!
~Omilter' T&34 VA K~—J)LT
Shh\nwHWwWyr—y—&
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= aptitude purge '~il~Odebian!
~Omilter’

= 22T 'rkhunter A% unhide.rb |
unhide Z#3E, EHIDT
unhide.rb 5 unhide (C#1T

= HlIBR#&IC TInvalid
SCRIPTWHITELIST configuration
option: Non-existent pathname: /
usr/bin/unhide.rb; &H/zDTIOX
Y hr7 TN
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-%EétvéhwhﬁTwﬁm

= Jilo ML @O X =)L 7R LVIRRE
IC7& > T\t



mailman O L5 —%tIG
(2/4)

RBANZERE L Debian @ UTF-8
X It

/usr/share/doc/mailman/NEWS.Debian.gz &Y
mailman (1:2.1.16-1expl) experimental; urgency=low

This version has changed the encoding of most strings, templates
and pages to UTF-8 to meet the Debian release goal of full UTF-8
support in all packages. It also no longer automatically converts
mails to ISO-8859-1.

If you have been using any nOn-ASCII strings in places such as
the mailing list description, these were be stored wrongly in the
list configuration file (config.pck), so you will need to change
those (e.g. via the webinterface) again in order to have them be
displayed correctly.

-- Thorsten Glaser <tg@mirbsd.de> Sun, 29 Dec 2013 14:35:50 +0000
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= Web DEREEED S XFET L
ITEL\TC description & info (&
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= /var/lib/mailman/qgfiles/
shunt/ [ grunner TIT 7 —I|c
IRoTce X—)LhM e X > TLHC

m /var/lib/mailman/bin/
gg]ﬁf}unt ANV RZzETITdE
AL/
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= gptitude install libpam-
google-authenticator

= /etc/pam. d/sshd & /etc/ssh/
sshd_config %7E

s R I—F—T google-
authenticator ¥ > RZE1T



/etc/pam.d/sshd

http://blog.n-z.jp/
blog/2016-04-18-libpam-
google -authenticator.ntm| =&

auth [success=ignore default=2] pam_exec.so quiet /bin/sh -c [ \

: ${HOME:=$(getent passwd "$PAM_USER" | awk -F: '{print $63}'D}; \
test -f "$HOME/.google_authenticator"]
auth [success=1 default=ignore] pam_google_authenticator.so \
echo_verification_code
auth requisite pam_deny.so
auth required pam_permit.so

# Standard Un*x authentication.
#@include common-auth




ssh/sshd_config (1/3)

= ChallengeResponseAuthentic
ation yes

s AuthenticationMethods
publickey,keyboard-
Interactive



ssh/sshd_config (2/3)

" REZER. Tservice ssh
restart; 95 & sshd HSEEE) L
TWiah - e

" | V=-c journalctl -u
ssh.service CTHRE

= AuthenticationMethods is not
supported with SSH protocol 1



ssh/sshd_config (3/3)
= Protocol 2,1; % TProtocol
ICE B

= rkhunter.conf @
"TALLOW SSH PROT V1=1,
ic_nb\laaﬁ{?*b’tb\ﬁ_
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= JLA (linux.or.jo DEIBHER) (CHER
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» backports ZHIC

= deb http://ftp.jp.debian.org/
debian jessie-backports main

s VA N—=)L

= apt install -t jessie-backports
letsencrypt

» )\—3 3> 0.5.0-1~bpo8+1 N
Ajfc_
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letsencrypt GDEIEHH%%FI
Terms of Service IC[EE (FE]D M)

Please read the Terms of Service at
https://letsencrypt.org/documents/LE-SA-v1.0.1-July-27-2015.pdf. You
must agree in order to register with the ACME server at
https://acme-v@l.api.letsencrypt.org/directory

<Agree > <Cancel>

Lttt = = =




letsencrypt OSEEAEFHIT
ALAERITET

Congratulations! Your certificate and chain have been saved at
/etc/letsencrypt/live/lilo.linux.or.jp/fullchain.pem. Your cert
will expire on 2016-07-26. To obtain a new version of the
certificate in the future, simply run Let's Encrypt again.

If you lose your account credentials, you can recover through

e-mails sent to letsencrypt@lilo.linux.or.jp.

Your account credentials have been saved in your Let's Encrypt
configuration directory at /etc/letsencrypt. You should make a
secure backup of this folder now. This configuration directory will
also contain certificates and private keys obtained by Let's
Encrypt so making regular backups of this folder is ideal.

If you like Let's Encrypt, please consider supporting our work by:

Donating to ISRG / Let's Encrypt: https://letsencrypt.org/donate
Donating to EFF: https://eff.org/donate-1le
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postfix :&7E (ZEa)

smtpd_tls_cert_file=/etc/ssl/certs/ssl-cert-snakeoil.pem
smtpd_tls_key_file=/etc/ssl/private/ssl-cert-snakeoil.key
smtpd_use_tls=yes

smtpd_tls_session_cache_database = btree:${data_directory}/smtpd_scache
smtp_tls_session_cache_database = btree:${data_directory}/smtp_scache




postfix F|HE (XFR)

smtpd_tls_cert_file = /etc/letsencrypt/live/lilo.linux.or.jp/fullchain.pem
smtpd_tls_key_file = /etc/letsencrypt/live/lilo.linux.or.jp/privkey.pem
smtpd_tls_mandatory_protocols = !SSLv2,!SSLv3

smtp_tls_mandatory_protocols = !SSLv2, !SSLv3

smtp_tls_protocols = !SSLv2, !SSLv3

smtpd_use_tls=yes

smtpd_t1ls_session_cache_database = btree:${data_directory}/smtpd_scache
smtp_tls_session_cache_database = btree:${data_directory}/smtp_scache




—

postfix &RE
= snakeoil 5 letsencrypt MEE
AZICERE
» SSLv2, SSLv3 =21k

= service postfix reload TE*E
J IR

= nc localhost 25 ¢ EHLO
localhost TEI{EMERS.
(STARTTLS B"&&End)



apache?2 &7 (1/2)

= /etc/apache?/sites-
available/ @ default-ssl.conf

tﬂ: t\\ 7&75 L—nXIE'ﬂE&

" aZensite .
lilo.linux.or jp_ssl.conf TH#)

iC



apache?2 &7 (2/2)
» a2enmod ssl T SSL Z&RIC
m service apache? restart Tk

Ak
. %‘sz allow 443/tcp THR— N

. https //lilo.linux.or.jp/ TIRNHE

I:lll.:



mailman REZXHE

= /etc/mailman/mm_cfg.py @
DEFAULT URL _PATTERN %=
T
= 'http://%s/cqgi-bin/mailman/' %z
o %ttps://%s/cgi—bin/mailman/' IcZ



B EHERE (1/2)
/etc/cron.daily/local-

letsencrypt ICLUTDRAY U T~
xERIE

#1/bin/sh
LOGFILE=/var/log/letsencrypt/renew.log
if [ -f "$LOGFILE" ]; then
savelog -c 90 -q "$LOGFILE"
fi
if | letsencrypt renew > "$LOGFILE" 2>&1 ; then
echo Automated renewal failed:
cat "$LOGFILE"
exit 1
fi
if [ -f "$LOGFILE".® ]; then
diff -u "$LOGFILE".@ "$LOGFILE"
fi
apachectl graceful
service postfix reload
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n R YUTKMICDODWT

= EAE & https://letsencrypt.org/
gettinng—started/ Bk

= O7 OREFLRE (HE) @ 20 &
letsencrypt DFERRE DB ZIHARD 5

= savelog VY N {d debianutils /\w
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» wheezy N5 jessie NDF7 v 7
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= apache BT THUDE Web 1R
ZIBWREIDNAEE L X U,

= dokuwiki HHEICTFAL UL E U T,
= mailman TREMNEZX U,
I RELRBBEITRETZESTUR,
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-—ginlb\nl—t% EA LJ i LJ 72:0

<& google-authenticator Y > R
%%ﬁb?
~/.google_authenticator H"FEY %
1ZH=

= F51 %ﬁth?17ﬁ<5m$@%ﬁ
T, 6RICZ o5
~/. goo%Ie authenticator OFEF
TV I Z=NTTE
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" letsencrypt OIERAEZE A

» postfix (SMTP over TLS) &
apache? (https) DE&E

» mailman DRELHEFE
=" cron CEB#EEFDHRTE



