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unattended-upgrades (1/5)
s tXxa VT 7y IT—MDH
Bk

n MU= #EBED cron-apt 9 TICA
n<TWich purge Ut

= sudo aptitude purge cron-apt



unattended-upgrades (2/5)

n RE T 71IVIE Jetc/apt/
apt.conf.d/50unattended-
upgrades

» /etc/cron.daily/apt CEHEIEHT

= apt ANICHEWK D ITR Z /DT cron-
apt WS FDHZ I



unattended-upgrades (3/5)

» X — )LiX{FRTE
= Unattended-Upgrade: :Mail
= mailx HHE

» HENBEERTE
= Unattended-Upgrade: : Automatic-
Reboot "true";

root";

= sudo dpkg-reconfigure -plow
unattended-upgrades < Yes



unattended-upgrades (4/5)
" /boot HNENIEWNKSIC

=JLr==

autoremove <X &

= Unattended-Upgrade: :Remove-Unused-
Dependencies "true";



unattended-upgrades (5/5)

" Unattended-Upgrade: :0rigins-

Pattern CH @J%zﬁﬁg‘iﬁ il FR

T AN EF VT ATy TT—
h DA BBEH

n ;R >~ —Z¥ backports
(*°> milter-manager) (X FENEF



unattended-upgrades 11
X — L DB (BEAEIREFH)

Subject: unattended-upgrades result for 'chiyoko': 'True'
BEN7 v 7L —RIZUTEERLUELE: True

Packages that were upgraded:
libidnll

Unattended-upgrades log:

MBRETT Sy I URMIHBNvT—2:
Initial whitelisted packages:

BB7 v 75 L~ K22 )7 LB

FAIEN TS/ —EAJTE: ['origin=Debian,codename=jessie,label=Debian-Security']
Packages that will be upgraded: libidnll

dpkg WAL % '/var/log/unattended-upgrades/unattended-upgrades-dpkg.log' & &iAHH
ETCDT7 v TIV—RBA VR b=bENELE




unattended-upgrades 512
A—=)LDFI2 (BEEH N ETREF)

Subject: [reboot required] unattended-upgrades result for 'chiyoko': True
BEN7 v 7L —RIZUTEERLUELE: True
Warning: A reboot is required to complete this upgrade.

Packages that were upgraded:
linux-image-3.16.0-4-amd64 linux-libc-dev

Unattended-upgrades log:

MNEPRETT SV O URMIH BNy T—2:

Initial whitelisted packages:

BEN7 v L—RRY VT &R

HFAIEN TS/ —EAJTE: ['origin=Debian,codename=jessie,label=Debian-Security']
Packages that will be upgraded: linux-image-3.16.0-4-amd64 linux-libc-dev

dpkg MAOL % '/var/log/unattended-upgrades/unattended-upgrades-dpkg.log' [CEEiAHH
ETDT7YvTIV—RBA VR M=IVENELE




HSTS (1/5)
= HTTP Strict Transport Security

n REIUED T U AT hitp H
5 hitps [ 7 2O —fI TEZ R
A%

» 757 —HYHSTS preload list
ZRo>TWT, B RENTWS
YA MNERIIDS https 1T7R D
(mail.google.com 7& &)



HSTS (2/5)

» Strict-Transport-Security: max-
age=31536000

= 365H (31,536,000%) |C3%7E
» includeSubDomains (&2 7 TWL
AN A

= max-age Dfal. http [CEERL)
KORBRHBDIBEDTIEEIC
«sDNS D TTL ERL&LS5HBHD



HSTS (3/5)
apache2 TDXIE:
= sudo a2enmod headers
= VirtualHost M E%5E [CIB N

Header set Strict-Transport-Security "max-age=31536000"

= sudo service apache?2 restart



HSTS (4/5)

http 15 https NU YA L 7 ~

= http @ VirtualHost [
RedirectPermanent = %%

RedirectPermanent / https://1ilo.linux.or.jp/




HSTS (5/5)

= Google Chrome 72 & HSTS D=
ok
chrome://net-internals/#hsts

THES
(Eﬂ'ﬂsﬁﬁwu M\gfiﬁ 7LC.)



mailman @ fix_url (1/3)

=JLr==o

m /etc/mailman/mm_cfg.py C&xXiE
= DEFAULT_URL_PATTERN = 'https://%s/
cgi-bin/mailman/’'
= COKE%Z L TH admindo D
URL H¥ http DX X7 > 1



mailman @ fix_url (2/3)

= Mailman admindb using http
instead of https in formaction
= https://mail.python.org/pipermail/

mailman-users/2011-
October/072312.html

= hitp://wiki.list.org/x/70A9 and http://
wiki.list.org/x/mIAS9.

» "withlist -1 -a -r fix_url]

TR



mailman @ fix_url (3/3)

)5‘@??;%% (—EBD ML D% ik

# # withlist -1 -a -r fix_url

# fix_url % import HA...

# fix_url.fix_url() ZETH...

# lilo DUR hZHEHMAR (AYITET)

# R MNEREFER i

# mailman MY X M ZHEHMAP (AVIFTET)
# )R BNERESR

# {20 R




certbot (1/10)
/etc/letsencrypt/cli.ini ZEX7E

rsa-key-size = 4096
post-hook = /etc/letsencrypt/post-hook




certbot (2/10)
s NEEOE Y MK

" rsa-key-size = 4096 |[CERTE

» T 7 A )L NI 2048



certbot (3/10)

post-hook = apachectl graceful; service postfix reload >/dev/null

EENS

certbot: error: Unexpected line 1
in /etc/letsencrypt/cli.ini:
post-hook = apachectl graceful;
service postfix reload >/dev/null

(REIF11D

EWDSITT—



certbot (4/10)
post-hook 7 7 1 JLICDBE L THER

% cat /etc/letsencrypt/post-hook
apachectl graceful
service postfix reload >/dev/null

(post-hook & D renew-hook DA H
EFXRUWLWHARLEEL TLREW)
(http://blog.n-z.jp/blog/2017-01-03-
certbot-renew-hook.htm| SER)




certbot (5/10)

= 2016-11-08 |C /etc/cron.daily/
local-letsencrypt (FB U Tc

" /etc/cron.d/certbot & D /1ib/
systemd/system/certbot.timer

NEBLEIND K SICHE-STzfcd

= O— A JLEFZ]D 00:00:00 & 12:00:00
I BEIETT



certbot (6/10)

= RandomizedDelaySec HBENTLY
72 WA lilo.linux.or.jp TIEXHALE

—é—
(https://bugs.debian.org/843607

VAN 73
ZR)




certbot (7/10)

% cat /etc/systemd/system/certbot.service.d/diffmail.conf
[Service]

ExecStopPost=/bin/bash -c "diff -u

<Ccut -d: -f4- /var/log/letsencrypt/letsencrypt.log.l
| egrep -v '"ADEBUG') <(cut -d: -f4-
/var/log/letsencrypt/letsencrypt.log | egrep -v
'ADEBUG') | ifne mail -s 'Change certbot log' root"

(ExecStopPost (FEFRIF11T)



certbot (8/10)

= service |CIE#&E ExecStopPost %
REITDDHNREIZESICHRTI

» FOZDZHEGRENES B
D BRI U T diff

= moreutils @ ifne T diff h’dp B &
el XA —)LiX(E



certbot (9/10)

= 3¥fA(EX TMini Debian
Conference Japan 20165 TDH
RERID
'Certbot CERITLS Y —/\—|
http://slide.rabbit-shocker.org/
authors/znz/debian-certbot/

VAN 73
7& = ﬂl‘\:{




certbot (10/10)

= B[Ol D FIFRLUEEIEIDEHH D
= 2016-08-26 06:33
= 2016-10-25 06:49

= 2016-12-24 12:00
= Z ZH5 rsa-key-size = 4096

s BXHARBRAS0E REICH > 25
BEIEH TCIO0RICR DD TH24
BZ&



OCSP Stapling (1/4)

» OCSP (Online Certificate Status
Protocol)

. EE?E%@?E?JJ%&EE@@“% 70k
]

" ZOERERT—TFIL ((hy F%
2) TlEH B &SI 5D T,
B \—FEHRE & — IR T



OCSP Stapling (2/4)
apache 2.4 12 & #8147

SSLUseStapling on
SSLStaplingResponderTimeout 5
SSLStaplingReturnResponderErrors off
SSLStaplingCache shmcb:/var/run/ocsp(128000)

» ZTh2En, W B, 1L
7N, BRHOBEIF. £+ v

Iy AL
> A eXE



OCSP Stapling (3/4)

s v aKEE VirtualHost D
MWCT B2 EHD

= fi2(d VirtualHost O TH AJEE

'%%?ﬁ4hwébﬁfé%ﬂ



OCSP Stapling (4/4)

® openssl s_client -connect
lilo.linux.or.jp:443 -status
</dev/null CHEFRAIEE

= OCSP response: no response sent /&

5KREXTE
= OCSP Response Data: MR- TES
B

= https://www.cybertrust.ne.jp/
sureserver/support/files/
anache ocen ndf =08




SSL REZME (1/5)

» https://mozilla.github.io/server-
side-tls/ssl-config-generator/

» hitps://mozilla.github.io/server-
side-tls/ssl- conflq generator/?
server=apache-2.4.10&openssl=
1.0. 1t&hsts_ves&orofiIe=interme

diate DE T % A




SSL EXTELHK (2/5)

% cat /etc/apache2/conf-available/local-ssl.conf
# intermediate configuration, tweak to your needs
SSLProtocol all -SSLv3

SSLCipherSuite ECDHE-ECDSA-CHACHA20-POLY1305:
ECDHE-RSA-CHACHA20-POLY1305: ECDHE-ECDSA-AES128-GCM-SHA256:
ECDHE-RSA-AES128-GCM-SHA256 : ECDHE -ECDSA-AES256-GCM-SHA384 :
ECDHE-RSA-AES256-GCM-SHA384 : DHE-RSA-AES128-GCM-SHA256:
DHE-RSA-AES256-GCM-SHA384 : ECDHE-ECDSA-AES128-SHA256:
ECDHE-RSA-AES128-SHA256: ECDHE-ECDSA-AES128-SHA: ECDHE-RSA-AES256-SHA384 :
ECDHE-RSA-AES128-SHA: ECDHE-ECDSA-AES256-SHA384 : ECDHE-ECDSA-AES256-SHA:
ECDHE-RSA-AES256-SHA : DHE-RSA-AES128-SHA256: DHE-RSA-AES128-SHA:
DHE-RSA-AES256-SHA256 : DHE-RSA-AES256-SHA : ECDHE-ECDSA-DES-CBC3-SHA:
ECDHE-RSA-DES-CBC3-SHA: EDH-RSA-DES-CBC3-SHA: AES128-GCM-SHA256:
AES256-GCM-SHA384 : AES128-SHA256: AES256-SHA256: AES128-SHA : AES256-SHA :
DES-CBC3-SHA: IDSS

# (SSLCipherSuite [$RFEEIZ11T)

SSLHonorCipherOrder on
SSLCompression of f

# OCSP Stapling, only in httpd 2.3.3 and later
SSLUseStapling on
SSLStaplingResponderTimeout 5
SSLStaplingReturnResponderErrors off
SSLStaplingCache shmcb:/var/run/ocsp(128000)

# vim: syntax=apache ts=4 sw=4 sts=4 sr noet




SSL EREL K (3/5)
m g2enconf local-ssl THERNME
m VirtualHost (DH

SSLEngine on
SSLCertificateFile /etc/letsencrypt/live/lilo.linux.or.jp/fullchain.pem
SSLCertificateKeyFile /etc/letsencrypt/live/lilo.linux.or.jp/privkey.pem
BrowserMatch "MSIE [2-6]" \
nokeepalive ssl-unclean-shutdown \
downgrade-1.0 force-response-1.0
# MSIE 7 and newer should be able to use keepalive
BrowserMatch "MSIE [17-9]" ssl-unclean-shutdown
Header always set Strict-Transport-Security "max-age=15768000"

= (HSTS (& Configuration Generator (<
BhETUHELISHEFEICER)



SSL REZME (4/5)

» https://www.ssllabs.com/ssltest/
TOFHIA TA-1 (The server
does not support Forward
Secrecy with the reference
browsers. Grade reduced to A-.)
nhs TA+) [

s HSTS 2 L72 & TA)




SSL :XEZ Y (5/5)

= Mozilla SSL Configuration
Generator T Modern [C U THEE
figZpLs5d, B =577
A7V MDBKIBICHS DT
Intermediate [C U 7c
= B9 D> TWLW3 Android TR

(4.2.2)  Modern ORI RATE>FcDH
BHOOED
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= unattended-upgrades TBEENE
» HSTS THKF https 1t

= mailman @ fix_url T http H'5%& >
TWeD%EEILE

= certbot CHENEFTDIRIK
n D SSL/TLSERERE U



