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= ['Web Application FirewallDE A (CAE(F ZARHIEH |
= https://www.ipa.go.jp/files/000072484.pdf

= Web Application Firewall 57~ |
= https://www.ipa.go.jp/files/000017312.pdf
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sShadow Daemon - GPL-2.0 or later
= https://shadowd.zecure.org/
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«NAXSI(Nginx) - GPL-3.0
= https://github.com/nbs-system/naxsi

«ModSecurity(Apache/Nginx) Apache-2.0

= https://modsecurity.org/

H


https://shadowd.zecure.org/
https://github.com/nbs-system/naxsi
https://modsecurity.org/

ModSecurity in Debian

«For Apache
= [ibapache2-mod-security?2

= ModSecurity 2.x

sFor Nginx
R —I(FTE0N
= https://github.com/SpiderLabs/ModSecurity-nginx

= B¥ThR(Z1.0.1 (ModSecurity 3.0.3L4F%)
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‘ModSecurity For Apache

$ sudo apt install apache2 modsecurity-crs \
libapache2-mod-security?2
$ sudo a2enmod security?2
$ sudo cp /etc/modsecurity/modsecurity.conf-recommended \
/etc/modsecurity/modsecurity.conf
$ sudo systemctl restart apache2

sDetectionOnly CERMICILSD
= /var/log/apache2/modsec_audit.log (cO5
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‘ModSecurity For Nginx
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{Ri(unstable)

$ sudo apt build-dep nginx

$ apt source nginx

$ git clone https://github.com/SpiderLabs/ModSecurity-nginx.git
$ vinginx-1.18.0/debian/rules

sxxx_configure_flagsicA >3 ViEBMT D
= --add-dynamic-module=$(CURDIR)/../ModSecurity-nginx

H



EJa-IEEIE

$ cd nginx-1.18.0

$ debuild -us -uc

$ find nginx-1.18.0 -name "*security*.so'
nginx-1.18.0/debian/build-xxx/objs/ngx_http_modsecurity_module.so

sxxxl&coretlight, extras?d/{w o —I (WG
® nginx-core
= nginx-light

® nginx-extras
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«ngXx_http_modsecurity_module.so
= 1 —%(3/usr/lib/nginx/modules
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(nginx.conf)

load_module "modules/ngx_http_modsecurity_module.so";

modsecurity on;
modsecurity_rules_File /etc/nginx/modsecurity.conf;

BT 21— IVEHRIAD
sModSecurityZ BMICT D
" 3xXMATDERGE
= ModSecurityEnabled on(d2.x[@(F M a5k
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sModSecurity(dFirewallD #2483
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= ModSecurity Core Rule Set

H



‘modsecurity-crs

«OWASP ModSecurity Core Rule Set
» https://github.com/coreruleset/coreruleset
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= Apache ENGInXE THETHEX S EICEDODTULSD

= /usr/share/modsecurity-crs/rules/*.conf
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EYEDER For Nginx

= /etc/modsecurity/modsecurity.conf-recommended
= libapache2-mod-security2@(F
= SecRequestBodylnMemoryLimit (I3 xT(IHEXEUL\PD

OJZRICHNITBIREEHFITITH
= SecAuditLog /var/log/nginx/modsec_audit.log
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SecRuleEngine On

Include owasp-modsecurity-crs/crs-setup.conf

Include owasp-modsecurity-crs/rules/REQUEST-901-INITIALIZATION.conf

Include owasp-modsecurity-crs/rules/REQUEST-942-APPLICATION-ATTACK-SQLI.conf
Include owasp-modsecurity-crs/rules/REQUEST-949-BLOCKING-EVALUATION.conf

= Jetc/nginx/modsecurity.conf(/{ X (FEE)(CEBIRT D
=curl http://localhost/?union+select 7403(C7E S
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SecRuleEngine On

Include /etc/modsecurity/crs/crs-setup.conf

Include /etc/modsecurity/crs/REQUEST-900-EXCLUSION-RULES-BEFORE-CRS.conf
Include /usr/share/modsecurity-crs/rules/*.conf

Include /etc/modsecurity/crs/RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf

= [etc/nginx/modsecurity.conf(/Y X (FER) (CEER T B
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sSecRuleEngine
= On: ModSecurityE= BMICT S

= Off: ModSecurity&= #EMICT B
= DetectionOnly: BREIDHTD
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#SecAction |

# "id:900000,\

# phase:1,\

# nolog,\

# pass,\

# t:none,|

# setvar:tx.paranoia_level=1"

scrs-setup.conf
= SecActionTEF CHET DIENZEZHRT
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«REQUEST-900-EXCLUSION-RULES-BEFORE-CRS.conf
s FECEEHMIAXA YT DI~
= preJ 7 JLIRIELC TDOHD
= ctl:ruleEngine
= ctl:ruleRemoveByXXX
= ctl:ruleRemoveTargetByXXX
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«RESPONSE-999-EXCLUSION-RULES-AFTER-CRS.conf
s FECEEHMIAXA YT DI~
= post 7 1 JUIRIRR L TDOHD
* SecRuleRemoveByXXX
= SecRuleUpdateActionByXXX
* SecRuleUpdateTargetByXXX
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=REQUEST-903.*
= Drupal
= Wordpress
= NextCloud
= DokuWiki
= CPanel

= Xenford
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= /var/log/nginx/error.log=ig
» JL=ILEYE—LRHDSEEETED

[notice] 16026#16026: ModSecurity-nginx v1.0.1'\
(rules loaded inline/local/remote: 0/911/0)
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= /var/log/nginx/modsec_audit.log = &8
sHEZOIavaEHBINL

-622ca252-H--

Message: Access denied with code 403 (phase 1).\
Pattern match "/phpmyadmin" at REQUEST_FILENAME. \
[File "/etc/httpd/conf.d/mod_security.conf"]\

[line "94"]\

[id "10000"] \

[msg "Blocking access to /phpmyadmin/index.php."] \
[tag "Blacklist Rules"]
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https://github.com/molu8bits/modsecurity-parser
sModSecurity 2.x&3.xDOST (CXWR L TULSD

=png,json,xIsx C L R— & £/

S python modsecurity-parser.py --version3 \
-f modsec_audit.log
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= https://www.scutum.jp/information/waf_tech_blog/-
2021/01/waf-blog-077.html
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‘ModSecurity + Isolation

Forest CiE/S\(C (S (Rubyii)

«https://github.com/david-cortes/isotree

= |solation ForestZR&ELeS1T35 ) —
= https://github.com/ankane/isotree (Ruby)
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‘ModSecurity + Isolation

Forest GiliE/Sh(C (S

«https://github.com/matsumotory/ngx_mruby

= ngx_mrubym\5 U O T X ~%&EE L TEH

location / {
mruby_set_code $backend '
r = Nginx::Request.new
..._ C TlsolationForest DE 7 )L Cr.urid X 1 77 % 5
return score > 0.9 ?"": "http://127.0.0.1:3000/"

i'F ($backend ="") {
return 403;

}
proxy_pass Sbackend;
}
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