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RubyKaigi 2024 LT DHERAR

Improved REXML XML parsing performance using StringScanner

m XML/N—X4LIE%Z Regexp M5 StringScanner(CHi3E Ddefault gem)
ICEEHZ DT T/ —RIBEE = K E

= StringScanner M J/\JY&1E
m REXML @ XML T8 R DIEIE
m |ibxml-ruby(dom) & DLLER T, MHEEE(AIEHEWV) DWNEZ KIR
= YJITEERIRRE: dom: 651F 601 ICFEHE. sax: 211F > 17(5 (CF2HE
m YJITEZNIREE: dom: 4465 2565 (ICFEHE. sax: 14(% —8.6fZ IC ks

S£#: https:/naitoh.hatenablog.com/entry/2024/05/20/232115



SEORE
m (rexml| 3.2.8)J Y —X & DREE
m EWNHOHE
X ToRE
m ActiveSupport Hash.from_xml| N\ D AH3AH DELD #8 #

= S



(rexml 3.2.8)J U —R £ DRFEIRE
1. U —=ZN=T3 > (rexml 3.2.8)Z5HAILTc 5. ELR> T e,
2. BEAXML(2GBRB)H/S—ZX TE R B> Tl feo
3. REXMLA' Pure Ruby T < 72> T UL\,



D U=ZAN=I a3 (rexml 3.2.8)ZFAILcS. B B>TWe,

%3.2.6 |3 NEDLERMD/N—2 3>
x d78118 H'RubyKaigi B D PIEE D £ & D Commit
x BUEN K E WL\ ([i/s] 17085 72 D D ALIE[O] %))

rexml | 3.2.6 |d78118| 3.2.8 3.2.6 |d78118| 3.2.8
(YJIT) | (YJIT) | (YJIT)
dom 10.42 | 11.21 | 9.949 15.00 | 18.05 | 16.37
sax 25.95 | 30.33 | 23.90 38.01 | 58.23 | 40.67
pull 30.64 | 36.30 | 27.33 44,53 | 73.80 | 47.36
stre- | 29.34 | 35.47 | 26.81 40.32 | 65.22 | 44.55
am i/s i/s irs i/s i/s irs

m Y —XEFICHIEEnfc CVERERDRE
= CVE-2024-35176: REXMLN ®DoSAE 55 14t



https://www.ruby-lang.org/ja/news/2024/05/16/dos-rexml-cve-2024-35176/

D U=ZAN=I a3 (rexml 3.2.8)ZFAILcS. B B>TWe,

%3.2.6 |3 NEDLERMD/N—2 3>
x d78118 H'RubyKaigi B D PIEE D £ & D Commit
x BUEN K E WL\ ([i/s] 17085 72 D D ALIE[O] %))

rexml | 3.2.6 |d78118] 3.2.8 |037c16] 3.2.6 |d78118] 3.2.8 |037c16
(YJIT) | (YIIT) | (YJIT) | (YJIT)

dom | 10.42 | 11.21 | 9.949 | 10.22 | 15.00 | 18.05 | 16.37 | 17.84

sax 25.95 | 30.33 | 23.90 | 25.86 | 38.01 | 58.23 | 40.67 | 50.19

pull 30.64 | 36.30 | 27.33 | 29.57 | 44.53 | 73.80 | 47.36 | 59.93

stre- | 29.34 | 35.47 | 26.81 | 29.58 | 40.32 | 65.22 | 44.55 | 54.77
am i/s i/s irs irs i/s i/s irs irs

5 037¢16 HMEIECommit

B FRRROLEFIBTIXRADN>TWCDT, Frv¥atdd
2T, rexml#135: Optimize Source#read until method THE(TH X
IEBWDTIRAEN LW, (&iR))



https://github.com/ruby/rexml/pull/135

2. EXXML(2GBRB)D/IN\—RATERL< B> T W,

# /N—R X F 5% StringScanner /Ny 7712852, /¥—R
@scanner << str

m HEEDE SN S, StringScanner M /\—ZAWRXFEH % /\v T 7 |LH
EBEE L/S—ZX LTWiehY, StringScannerd /Ny 7 7 ﬂ%z@tﬁ
(2GB)Z#B A Tco

s Ny T 7 —EHA XULICHRS>TeEETNN\Y I 7H2 U T3
LA syl

m rexml#154: Fix a bug that a large XML can’t be parsed



https://github.com/ruby/rexml/pull/154

3. REXMLAPure Ruby T B> T WV e,

m [NEE5E % % Regexh 5 StringScanner(CHi 3R (D default gem) (C ZZ BB i,
StringScanner 3.0.9X L ZXWRIC L icfcs. BWEICK > TE
StringScanner® 1 > /A1 JLHV R A,

m REXMLE/N\Y/R— N & F D Ruby 2.57KF D StrmgScanner 1.0.0 TE
69 % & SICIEETEE. Pure Ruby & UTHEE, £ (by BBES A)



FEVWHOWE
1. RIEXMLF v 7 Da&fk
2. EIN—H —ETD/—RILIBFER D#F—
3. SAX/\—R B DAREZANRY N HEZHIFR



XML®DERBE
XMLZ 7 1 ILDBI

<?xml version="1.0" encoding="UTF-8" ?> =& XMLE§
<IDOCTYPE root [ = DOCTYPE ES
<IENTITY bar "baz"> « A—Y —F&EESE
1>
<root>
<a>foo&amp;</a> = EBREARESHE ( "food" LI D)
<b>&bar;</b> w A—Y—FHERESE ( "baz" LEEHhEh3B)
<c>&#169; MedPeer</c> = XFE M ( "OMedPeer" & hENn3)
</root>

|




1. RIEXMLF = v 7 D31k
TEDARIERXMLZREXMLAITIZ S —EIT S &SIl e,

#EHDOIN— T
<root1></root1><root2></root2>

# ARV —hF T a0 F
foo<root></root>

#BTIN—NFTRDXF
<root></root>bar

# I —h& o ELXFS
404 error




BIN—H—DE#ICcDWT : DOM/S—H—
XML7 7L ILDHI

<root>
<a>foo</a>
</root>

DOM/N—H— : N—RAFEREEZFEFL. VU —API PXPATHEE TS
VILTIADAEE, (I\—AERLABZRFIIIDLENHZIDTKA
BEXMLTIEXAEY HEHEL)

doc = REXML::Document.new(xml)
doc.root.elements['a'].text #=> foo
REXML::XPath.each(doc, "/root/a"){lel p e.text } #=> foo




£IC—H —DEFHICTD LT : SAX(SAX2PULLStream) /S—H —

T7AIEENS Y =T Vv )VICITRASEICNIBT ZD T, &HOD
IS—RFERDRBFENIRERT=H. KEBEXMLTE X TEYRIERARL,

# SAX2 : SAX DHEHEIZR o /=/N—XIFE (A N (RUZ>)
REXML::Parsers::SAX2Parser.new(xml).parse

# Stream : SAXES > TINCL 7=/ Y —RAEE (AN RUZ>)
REXML::Parsers::StreamParser.new(xml, Listener.new).parse

#PULL : BET Tl {TEMIC/N\—XNE TS
parser = REXML::Parsers::PullParser.new(xml)
while parser.has_next?

parser.pull
end




2. BIN—Y—HTON—ANEBERDFH—

E2IN—H—DAEBHELTEL DN, NN—RNBERICENHDDRD
m rexml#168: Fix a bug that SAX2 parser doesn’t expa\nd the predefined
entities for “characters” (SAX2: E&R B HEESEINER I NARLY)

m rexml#200: Fix a bug that Stream parser doesn’t e\xoand the user- )
defined entity references for “text” (Stream: 11— —E&XRAFSEBHE
g gAY

XMLZ 7 1L DFI

<IDOCTYPE root [ = DOCTYPE ES
<IENTITY bar "baz"> = 1—Y —FHEGHSBES
1>
<root>
<a>foo&amp;</a> = EREARESE ( "food" LiihEh3)
<b>&bar;</b> = A—H—FERRESE ("baz" LEHEN3)
</root>



https://github.com/ruby/rexml/pull/168
https://github.com/ruby/rexml/pull/200

3. SAXI\—RABDARERANY MNoEZEHIBR

# XMLZ714I)V
<root>a</root>

# REXML(SAX) /S—R#ER

[:start_document]

[:start_element, nil, "root", "root", {}]
[:characters, "a\n"]

[:end_element, nil, "root", "root"]

[:characters, "\n"] = T 45 &ICRITIA—RBEE.
[:end_document]

® rexml#167 : Do not output :text event after the root tag is closed THRT
FTBRDTEFIANANRNY NAZELET B LS ITELE



https://github.com/ruby/rexml/pull/167

X2V 7« %5 “XML entity explosion” attack

<IDOCTYPE root [
<IENTITY a "&b;&b;&b;&b;&b;&b,;&b;&b;&b; &b, ">
<IENTITY b "&c;&c;&c;&c; &c;&c;&c;&c;&c;&c; ">
<IENTITY ¢ "xxxxx">
1> <root>&a;</root> #=> XXXXXXXXXXXXXXXXXXXXXXXXXXXXX...

mREXML IcEBFBTYT 4T AREICHS Y —EXTREREICD T

(CVE-2013-1821)

n I—-F-EREARSRBORRLEYK - YA XD LRERDTBA I
BEIEIS—¢ 930, DOMIS—H—DHDMIGTE > oo

B CVE-2024-41946: DoS vulnerability in REXML TR

m rexml#187: Add support for XML entity expansion limitation in SAX
and pull parsers TIE1E



https://www.ruby-lang.org/ja/news/2013/02/22/rexml-dos-2013-02-22/
https://www.ruby-lang.org/en/news/2024/08/01/dos-rexml-cve-2024-41946/
https://github.com/ruby/rexml/pull/187

X1V TR WE

B O H-FREFSBOEROK - Y1 XORKXKEZ Tt/ O—/\
JVICEETZE S, (gembhS5EWVICLL)

m REXML::Security.entity_expansion_limit=10000
m REXML::Security.entity_expansion_text_limit=10240

red-datasets gem B'EAXMLZ/N—RF S ic LRI/ O—/INILEEZ
ZTEITIDOREENZVDT, N—RAA TV I NEMUTEEAHEIC,

parser = REXML::Parsers::StreamParser.new(xml, listener)
parser.entity_expansion_text_limit = 163840
parser.parse

m rexml#202: Add local entity expansion limit methods (¥ — %)



https://github.com/ruby/rexml/pull/202

ActiveSupport Hash.from_xml A\ D# A DEL D $H

xml = '<root><a>foo</a><b>bar</b></root>"'
Hash.from_xml(xml) #=> {"root"=>{"a"=>"foo", "b"=>"bar"}}

m ActiveSupport Hash.from_xml : XML % Hash I[CZ#LT< 1%,
= Backend ¥ D & X AJ g€

= LibXML(DOM)

= LibXML(SAX)

= Nokogiri(DOM)

= Nokogiri(SAX)

- REXML(DOM)

= REXML(SAX) = BinL =L,



rails#52498: feature: Add SAX-based parser for XmIMini, using REXML

REXML(SAX) %381 U 2858, 31%(YJTI OFF),16%(YJIT ON)E < % - 7=
A, LibXML % Nokogiri Icxf LT £ £ /5B W,

$ benchmark-driver sax_bench.yaml

YJIT=OFF YJIT=0ON
LIbXML 16.818 19.854i/s
LIbXMLSAX 18.235 23.218i/s
Nokogiri  16.512 16.512i/s
NokogiriSAX 13.469 15.905i/s
REXML  3.341 5.426 /s
REXMLSAX  4.390 6.301i/s

EBEXAVY NEAYTF VAR NDERD SClose


https://github.com/rails/rails/pull/52498

rails#52498: feature: Add SAX-based parser for XmIMini, using REXML

OO EHDRTTLEDOREZRE & EIEE

m rexml#167: Do not output :text event after the root tag is closed (8T %
THDTFIANARNY NHA)

m rexml#168: Fix a bug that SAX2 parser doesn'’t exognd the predefined
entities for “characters”(SAX2: E&BFHRIESEHAER I LELY)

m CVE-2024-41946: DoS vulnerability in REXML

m rexml#187: Add support for XML entity expansion limitation ir] SAX
and pull parsers (SAX2/Pull: T 7 « 7« ERICHE S ¥ — E XA
W)



https://github.com/rails/rails/pull/52498
https://github.com/ruby/rexml/pull/167
https://github.com/ruby/rexml/pull/168
https://www.ruby-lang.org/en/news/2024/08/01/dos-rexml-cve-2024-41946/
https://github.com/ruby/rexml/pull/187

1. DOM/SAX2/PULL/Stream & /\—H —D/\—ERESBDRE—IC
o JN\—RFEREEBDT A M ZEPL LW,

2. EEL b ZCITRMITB &SI
e rexml#138: Prepare continuous benchmarking

3. SR DMEREWNE (rexml 3.2.8 TOMREL LI ER)
e StringScanner#scan_until(pattern)

e pattern [CIEMRIFIZT TR XFF ZHRERREIC L TEEL
L7, (CRuby & JRuby I8 T LANAEE)

* % StringScanner#scan(pattern) (&, pattern I[CIEFRFKIR & XF7!
HYHETE AJRE strscan#4: Accept String as a pattern

It shows String as a pattern is 1.25x faster than Regexp as
a pattern.



https://github.com/ruby/rexml/issues/138
https://github.com/ruby/strscan/pull/4

