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= https://k-tai.watch.impress.co.jp/cda/article/review/
43320.html
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= https://blog.unasuke.com/2014/spice-life-gave-an-
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= https://blog.unasuke.com/2015/attended-rubykaigi-2015/
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https://blog.unasuke.com/2021/read-quic-initial-packet-by-
ruby/
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m RubyKaigi Takeout 2021
= Ruby, Ractor, QUIC

m RubyKaigi 2022
= Do Pure Ruby Dream of Encrypted Binary Protocol?

m RubyKaigi 2023
= Ruby Implementation of QUIC: Progress and Challenges
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m “httD”

= “Hypertext Transfer Protocol”

] ” s”

= “Secure”
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m 2021F QUICHORFCHAR
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@ ® v G qucrfc-Google &K X+
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Al E—F ITRT EiR BE yayEvy Za-R v a—NBE boERS - V= ~
ﬂ GitHub
hitps:/ftex2e.github. o » ric-translater » himl » rfc9000

RFC 9000 - QUIC: A UDP-Based Multiplexed and Secure ...
[B49) RFC 9000/, UDPLTZE{tEhictF17REXERRTZ. RERO SV AR—KETO
R fQUIC; DAPHFEEERLTWET., IRI Y3 YRIOEE ...

© IETF | Internet Engineering Task Force
https:/datatracker.ietf.org > htmi» r... - ZOR—YERT

RFC 9000 - QUIC: A UDP-Based Multiplexed and Secure ...
RFC 9000. QUIC: A UDP-Based Multiplexed and Secure Transport. Abstract. This document defines
the core of the QUIC transport protocol.
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QUICMORFCEES S Rk
® RFC 8999 « H[ZOL !

= Version-Independent Properties of QUIC

m RFC 9000
= QUIC: A UDP-Based Multiplexed and Secure Transport

m RFC 9001
= Using TLS to Secure QUIC

m RFC 9002
= QUIC Loss Detection and Congestion Control
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QUIC Long header (RFC 8999) & et

Long Header Packet {
Header Form (1) = 1,
Version-Specific Bits (7),
Version (32),
Destination Connection ID Length (8),
Destination Connection ID (0..2040),
Source Connection ID Length (8),
Source Connection ID (0..2040),
Version-Specific Data (..),




QUIC Long header (RFC 9000) S Koping

Long Header Packet {
Header Form (1) = 1,
Fixed Bit (1) =1,
Long Packet Type (2),
Type-Specific Bits (4),
Version (32),
Destination Connection ID Length (8),
Destination Connection ID (0..160),
Source Connection ID Length (8),
Source Connection ID (0..160),
Type-Specific Payload (..),




QUIC Short header (RFC 8999) K s

Short Header Packet §
Header Form (1) = 0,
Version-Specific Bits (7),
Destination Connection ID (..),
Version-Specific Data (..),

§




QUIC Short header (RFC 9000) & et

1-RTT Packet {
Header Form (1)
Fixed Bit (1) =
Spin Bit (1),
Reserved Bits (2),
Key Phase (1),
Packet Number Length (2),
Destination Connection ID (0..160),
Packet Number (8..32),
Packet Payload (8..),

1




QUIC Long header (RFC 8999) (again) & e

Long Header Packet {
Header Form (1) = 1,
Version-Specific Bits (7),
Version (32), # QUIC viTIE 0x00000001, v2TIE Ox6b3343ct
Destination Connection ID Length (8),
Destination Connection ID (0..2040),
Source Connection ID Length (8),
Source Connection ID (0..2040),
Version-Specific Data (..),




QUIC Version Negotiation Packet SO

Version Negotiation Packet {
Header Form (1) = 1,
Unused (7),
Version (32) = 0,
Destination Connection ID Length (8),
Destination Connection ID (0..2040),
Source Connection ID Length (8),
Source Connection ID (0..2040),
Supported Version (32) ...,

%

RFC 8999 7ZLW\eLWZDK5WVWET
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RFC SEF we -w rfeXXXX.md
RFC 8999 2,273
RFC 9000 55,630
RFC 9001 16,485
RFC 9002 10,897

https://github.com/quicwg/base-drafts &\



https://github.com/quicwg/base-drafts

RFC 8999 Appendix A & tlen

m Appendix A. Incorrect Assumptions
= 5k A, SRDOTEENR

AETIE, QUIC /N—23 2 1DH#ICE DT QUIC 2DV TR
SNBAREMNDS SEROIZIREDRAZESET S, CNSDECHD
- W<ODE QUIC /N—=2321ICTSHTIFES 2 CHIFHERE
B U STl < BIRBIZREDISBET R,
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HTTP 1.1 e HTTP/3

QuIC
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‘ IPv4 / IPv6

https://en.wikipedia.org/wiki/QUIC &£\



https://en.wikipedia.org/wiki/QUIC

QUICHEEBILEMTLS 1.3& L\ SR (ER) &tk
®m “QUIC uses TLS, and some TLS messages are visible on
the wire.”

= [ QUICIETLSZFERALTHY ., —EDTLS KXY E—I IRV NT—U L THE
R CEFRT
m QUIC-MLS: Making a Space Security Draft Standard
Resilient for Disconnected Environments
= https://eprint.iacr.org/2025/2063



https://eprint.iacr.org/2025/2063

QUICO/N 7y hESH19 DIEZ 5 (BR) S i

B “QUIC packet numbers increase by one for every packet
sent.”

= TQUICO/N Y hESIE N TR EEET ST EICTIDBIMLET, |

m Multipath QUICTIZRBC (/N Y FESHREIND
= RFC 10069: Managing Multiple Paths for a QUIC
Connection
m EERIEENTYNESEHO TS
= ZERIFZTE 2N TV AESDRKEEESEHZED
= Optimistic ACKIZ



QUIC Long header (RFC 9000) (again) K s

Long Header Packet {
Header Form (1) = 1,
Fixed Bit (1) =1,
Long Packet Type (2),
Type-Specific Bits (4),
Version (32),
Destination Connection ID Length (8),
Destination Connection ID (0..160),
Source Connection ID Length (8),
Source Connection ID (0..160),
Type-Specific Payload (..),




QUIC Short header (RFC 9000) (again) & et

1-RTT Packet {
Header Form (1)
Fixed Bit (1) =
Spin Bit (1),
Reserved Bits (2),
Key Phase (1),
Packet Number Length (2),
Destination Connection ID (0..160),
Packet Number (8..32),
Packet Payload (8..),

1




Fixed Bit & famnsi

®m “QUIC packets always have the second bit of the first
byte (0x40) set.”

= TQUIC/N 7Y Tl BICET/NMR(0x40) DE2E Y Ay hENTUVE
9ol

® RFC 9000TI& “Fixed Bit (1) =17

= “Packets containing a zero value for this bit are not valid
packets in this version and MUST be discarded.”



Fixed Bit St
® RFC 8999TI& “Version-Specific Bits” D—&p
= RFC 9287: Greasing the QUIC Bit

Endpoints that receive the grease quic bit transport
parameter from a peer SHOULD set the QUIC Bit to an
unpredictable value unless another extension assigns
specific meaning to the value of the bit.
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TLS 1.2 » TLS 1.3 SO Rikag

struct §
ProtocolVersion legacy_version = 0x0303; /* TLS v1.2 %/
Random random;
opaque legacy_session_id<0..32>;
CipherSuite cipher_suites<2..2716-2>;
opaque legacy_compression_methods<1l..278-1>;
Extension extensions<7..2716-1>;
t ClientHello;




TLS 1.2 » TLS 1.3 SO Rikag

WFDTLS/N—23 2Tl CDT1—IVRIZ/IN—=I3 R TIIT—
JIAVICEAIN, OSA TR YIN—R B RE/N—3 B ESE
KUTWEUE, CNETDRED S, 2L DY —/\—D/N—T3 K
JIT—2305@ICERELTHS T, ZDRE, H—/\—DEXELT
BNIETHFBETEBIETDClientHelloTH>TE, HiR—FLTLVB
N=T32LYBNWN=I3 ESHNEFNTNIEEICCNEESD
IBENSIN=IIFEBRFINECTNBZEN PN O TLET,

https://www.rfc-editor.org/info/rfc9846/#name-client-
hello



https://www.rfc-editor.org/info/rfc9846/#name-client-hello

ossification (84t. #F&E1{b) & ke

[f@E1E (ossification)] &2, 42 F—FR YN EDT T —3 40Ky
NO—OEBLE L > TTORITINDEH U= 3080 LV HGRT
BODBEENELSFHINTHENSCETT,

https://asnokaze.hatenablog.com/entry/2020/07/07/231357
gy
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QUIC v2 (RFC 9369) SO R
QUIC version 2 is meant to mitigate ossification
concerns and exercise the version negotiation
mechanismes.

(QUIC/N—=2/322(2, BEIENADFZEERL, /\—3 R T
T3 EFEREI I EZEZHMELTUETD, )

https://www.rfc-editor.org/info/rfc9369/ &V
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HTTP Semantics

HTTP 1.1 e HTTP/3

QuIC
TCP TCP U

‘ IPv4 / IPv6

https://en.wikipedia.org/wiki/QUIC &£\
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= IPv4
= 192.0.2.1

= 198.51.100.42

m [Pv6
= 2001:db8::1

= 2001:db8:cafe::53
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m google.com
= 172.217.221.139 &hH

= yahoo.co.jp
= 124.83.187.252 &hH

® 3mazon.co.jp
= 18.246.99.104 &|%
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2023-11-21 DNSOPS.JP BoF

https://speakerdeck.com/hanazuki/secure-dns-resolver-at-
rubykaigi-2023 &Y
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DNSOEEZREEILLZL &t

m DNS over TLS (RFC 7858)
= TLSTHES{LT S

m DNS over HTTPS (RFC 8484)
= HTTPSTBSILYS

= DNS over QUIC (RFC 9250)
= QUICTEESILT S
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m RFCEFH > TEERENRVEBENTETAL)
m ZEFEERENRVERFCELTRARBTNARL
= QUICHER
= GoogleF (Chrome&hY)
= Apple (iPhone&h)
= Microsoft (Windows&h)
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m QUICOHZEE
= GoogleF

= Apple (iPhone&h)
= Microsoft (Windows&h)
= fHAHAATEZDS1 TS
= ngtcp2, nghttp3, quiche--
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m quic gem, http3, gem
= ZNEN ngtcp2, nghttp3 Zbindingd %

m LA<fEONTHYUERBDHDCEE
m raiha gem
= Pyre RubylZ&3QUIC (HTTP/3)3R&
= RUbYEEZEBHRADT1—RN\vo BERZHE
= BONFEFEDH

m protocol-quic gem, protocol-http3 gem
= ZNFN ngtcp2, nghttp3 Zbindingd dSamuelkO 7O T Ik
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® https://github.com/unasuke/dohyo

= protocol-quicZEBEL TS DNSHERT—/\—
= nsl.unasuke.com CEILVTULET

m quic gem, http3, gem & raiha gem
= https://blog.unasuke.com ZEELTVET
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Why? & tlen

RubybMEDLNET 58

Iz~ DBEEZR LD ? L% & Python, Go, Rust,
TypeScript Tk <4 2]

89

https://speakerdeck.com/sylphQ1/ren-ming-wojiu-uji-shu-
tositenoend-to-endan-hao-hua-tomessaging-layer-security &4
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JOrINEESNDEEE &> it

m C,C++
= BLREEHNSHATES. &itEE

m Rust
= JYREENB SitRE

= Python
= RETDANB 2R
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= QUICIEL ML
= REUITDEVSVASLERNEZI TS

m QUICZRUbyDHHRICES>TLBEFHELTLVET
= quic gem, http3, gem & raiha gem

® dig +tls @nsl.unasuke.com blog.unasuke.com a
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