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Implementations

= [ETF QUIC WG wikilcHIF75QUICHEE—E

m C, C++, Go, Rust, Haskell, Python, Java%
= no Ruby
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m https://pypi.org/project/certifi/ EIRAZE %R TS
® https://pypi.org/project/pyOpenSSL/ OpenSSL
= https://pypi.org/project/cryptography/

® https://pypi.org/project/pylsapack/ QPACK
= https://github.com/litespeedtech/ls-gpack/



https://pypi.org/project/certifi/
https://pypi.org/project/pyOpenSSL/
https://pypi.org/project/cryptography/
https://pypi.org/project/pylsqpack/
https://github.com/litespeedtech/ls-qpack/

aioquicDigE

$ tree src

src

ioquic

about.py

asyncio

— client.py

— __init__.py
— protocol.py
— server.py
_buffer.c
buffer.py
_crypto.c
_crypto.pyt

uic

f— configuration.py
— connection.py
— crypto.py

— events.py

— __init__.py
— logger.py

— packet_builder.py
— packet.py

— rangeset.py
— recovery.py
— retry.py

— stream.py
tls.py




buffer.c, buffer.pyi

m CEEICLSBuffermigdEREZPython ObjecticL7ZEM
m mallocUzfElEC 59 Bi{EZEPythonh\5172%
m - StringlOZwrapd 3ClassE{E U C#1E



packet.py, packet builder.py

m PacketZNDENERIBUIZWUIEEET BclassEr
m > [FFFDEFEClasskUStruct|ZEtE



crypto.py, crypto.c, crypto.pyi

m QUICOPacketZDEtD =S/t T DclassEr
m OpenSSLOAPIZFATRCEELESD
m openssl gemAITHAPIZREL TPure RubyIC#4E



tls.py

m TLS 1.3D(1FIF)Pure PythonE%
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OpenSSL APINZR Pythonfil

from cryptography.hazmat.primitives.asymmetric import ec
from cryptography.hazmat.primitives.serialization import Encoding, PublicFormat

peerl_ec_private_key = ec.generate_private_key(ec.SECP256R1)
peerl_ec_public_key = peerl_ec_private_key.public_key()
encoded_peerl_pubkey = peerl_ec_public_key.public_bytes(Encoding.X962, PublicFormat.UncompressedPoint)

peer2_ec_private_key = ec.generate_private_key(ec.SECP256R1)
peer2_ec_public_key = peer2_ec_private_key.public_key()
encoded_peer2_pubkey = peer2_ec_public_key.public_bytes(Encoding.X962, PublicFormat.UncompressedPoint)

decoded_peer2_public_key = ec.EllipticCurvePublicKey.from_encoded_point(ec.SECP256R1(), encoded_peer2_pubkey)
peerl_shared_key = \
peerl_ec_private_key.exchange(ec.ECDH(), decoded_peer2_public_key)

decoded_peerl_public_key = ec.EllipticCurvePublicKey.from_encoded_point(ec.SECP256R1(), encoded_peerl_pubkey)
peer2_shared_key = \
peer2_ec_private_key.exchange(ec.ECDH(), decoded_peerl_public_key)

print(peerl_shared_key)
print(peer2_shared_key)
print(peerl_shared_key == peer2_shared_key)




OpenSSL APIOZEE Rubyfil

require 'openssl'

peerl_ec = OpenSSL::PKey::EC.generate("prime256v1")
peerl_ec_public_key = peerl_ec.public_key
encoded_peerl_public_key = peerl_ec_public_key.to_octet_string(:uncompressed)

peer2_ec = OpenSSL::PKey::EC.generate("prime256v1")
peer2_ec_public_key = peer2_ec.public_key
encoded_peer2_public_key = peer2_ec_public_key.to_octet_string(:uncompressed)

group = OpenSSL::PKey::EC::Group.new("prime256v1")
decoded_peer2_public_key = OpenSSL::PKey::EC::Point.new(group, encoded_peer2_public_key)
peerl_shared_key = peerl_ec.dh_compute_key(decoded_peer2_public_key)

decoded_peerl_public_key = OpenSSL::PKey::EC::Point.new(group, encoded_peerl_public_key)
peer2_shared_key = peer2_ec.dh_compute_key(decoded_peerl_public_key)

pp peerl_shared_key
pp peer2_shared_key
pp peerl_shared_key == peer2_shared_key




connection.py
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® https://github.com/unasuke/raioquic
= 1700017

m gioquic, quic-goE DEERRBENTED TR
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m connection.rb®T AT —RZE
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m RubyKaigi 2023518

= https://rubykaigi.org/2023/presentations/
yu suke1994.html

m [ETF MeetinglZ&1n
= 116 Yokohama
= 117 San Francisco (remote)

m Rubyish’2=EDIER,
= RubyKaigi 2023 follow up
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DocumentationZU>HW*3 (HKDF)

.hkdf_expand_label(secret, label, context, length) = String permalink

Provide HKDF-Expand-Label function
HKDF-Expand-Label(Secret, Label, Context, Length) =
HKDF-Expand(Secret, HkdfLabel, Length)
Where HkdfLabel is specified as:

struct {

uint16 length = Length;

opaque label<7..255> = "tls13 " + Label;
opaque context<0..255> = Context;

} HkdfLabel;

from RFC 8446
Parameters:

= secret (String) — (In RFC5869, this is PRK) a pseudorandom key of at least HashLen octets (usually, the output from the extract step)
= label (String) — An element of Hkdflabel (part of info in RFC 5869)
= context (String) — An element of HkdfLabe/ (part of info in RFC 5869)
= length (Integer) — length of output keying material in octets (<= 255*HashLen)
Returns:
= (String) — output keying material with label
See Also:
= https:/ /www.rfc-editor.org/rfc/rfc8446.html#section-7.1

= https:/ /www.rfc-editor.org/rfc/rfc5869.html#section-2.3
= OpenSSL::KDF.hkdf



I0::Buffer Eﬁﬁﬁ LTHD

# Apply packet protection
# @see https://www.rfc-editor.org/rfc/rfc9001.html#section-5.4
def apply(plain_header, protected_payload)
packet_number_length (plain_header.get_value(:U8, 0) & Ox03) + 1
packet_number_offset = plain_header.size - packet_number_length
@mask = mask (
protected_payload.slice(PACKET_NUMBER_LENGTH_MAX - packet_number_length).slice(®, SAMPLE_LENGTH)
)

buffer = I0::Buffer.for(plain_header.get_string + protected_payload.get_string).dup # make mutable
if buffer.get_value(:U8, 0) & 0x80 != 0
buffer.copy(buffer.slice(®, 1).xor!(I0::Buffer.for((@mask[®].unpackl("Cx") & 0x0f).chr)))
else
buffer.set_value(:U8, ©, buffer.slice(®, 1).xor!(I0::Buffer.for((@mask[®].unpackl("C*") & Ox1f)).chr))
end
buffer.copy(
buffer.slice(
packet_number_offset, packet_number_length).xor!(I0::Buffer.for(@mask[1..packet_number_length])
)
packet_number_offset
)
buffer
end
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