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stretch ANDEI

m 2017-06-17 Debian 9 “Stretch”
released

m 2017-07-22 Updated Debian 9: 9.1
released

m J)—X_/— | https://
www.debian.org/releases/stable/
amd64/release-notes/ ZSZ(C LT

SEHT




apt line %

= apt line EEHT: jessie H 5 stretch
= debian

= milter-manager

m apt-get update



SEHT

m apt-get upgrade

m apt-get dist-upgrade

m ERTE 7 7 1)L letc/systemd/
timesyncd.conf FZIF E =%

n ZDOMIEIEEFD T 71 IL7Z{ER
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m find /etc -name '*.dpkg*'



rkhunter.conf
HULWI 71 ILETTICERTE:

UPDATE_MIRRORS=1

MIRRORS_MODE=0
MAIL-ON-WARNING="%5FEEML"
UPDATE_LANG="en"
SCRIPTWHITELIST=/usr/bin/lwp-request
SCRIPTWHITELIST=/usr/sbin/unhide.rb
ALLOWHIDDENDIR=/etc/.git
ALLOWHIDDENFILE=/etc/.gitignore
ALLOWHIDDENFILE=/etc/.etckeeper




clamav-milter
s RECR > TWDTHIBR

® sudo rm /etc/default/clamav-
milter.dpkg-bak

m systemd (X5 U T W < T init.d
AU TRDERXEBONRICTIES



timesyncd.conf
/etc/systemd/timesyncd.conf.dpkg-old:

#Servers=0.debian.pool.ntp.org 1.debian.pool.ntp.org 2.debian.pool.ntp.org 3.debian.pool.ntp.org
Servers=ntpl.sakura.ad. jp

/etc/systemd/timesyncd.conf:

#NTP=
#FallbackNTP=0.debian.pool .ntp.org 1.debian.pool.ntp.org 2.debian.pool.ntp.org 3.debian.pool.ntp.org




timesyncd.conf O Rk
m NTP=ntpl.sakura.ad.jp I[CEE

® sudo systemctl restart systemd-
timesyncd.service



timesyncd.conf DR

systemctl status systemd-
timesyncd.service C

Status: "Synchronized to time server [2400:8500:1302:826:150:95:148:140]:123 (2.debian.pool.ntp.or

Status: "Synchronized to time server [2001:e42:0:1:210:188:224:14]:123 (ntpl.sakura.ad.jp)."
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etckeeper.conf
n XY MO Eb->TWerEls
m GIT_COMMIT_OPTIONS="-v" ZFE:%7E



/etc/ca-certificates.conf.dpkg-
old
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m find /etc -name '*. ucf*'




ufw/before.rules
m state 55 conntrack ICZ 1 > TL\/z

= FORWARD @ icmp DEFRIAIN40 5
TWi

= COMMIT @ LB

# ignore noisy 1igmp
-A ufw-before-input -p 2 -d 224.0.0.1 -j DROP




ufw/beforeb.rules.ucf-dist

# ignore noisy icmpv6(130)
-A ufw6-before-input -p icmpv6 --icmpve-type 130 -j DROP

AN TWED,

re-input -p icmpv6 --icmpv6-type 130 -s fe80::/10 -j ACCEPT

RENMbD > TREZ S RO TEIME
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50unattended-upgrades

m /etc/apt/apt.conf.d/50unattended-
upgrades

m ucf-dist ZJTICI T &2 BEE
m Unattended-Upgrade::Mail “root”;

m Unattended-Upgrade::Automatic-
Reboot “true’;



/etc/ssh/sshd_config
m ucf-dist ZJTICA T ZBERTE
m PermitRootLogin no

m ChallengeResponseAuthentication
yes

m AuthenticationMethods
publickey,keyboard-interactive

m AllowUsers EFA] L T W1 —H—



im bR
m sudo aptitude purge ‘~i!~Odebian!
~Omilter’
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dokuwiki €18 (1)
m dokuwiki hNHZ TU X - 7eo

m & D3HZT https://
packages.debian.org/dokuwiki 15
buster (testing) @ 0.0.20160626.a-2:
al z¥o>O— KU TETANT

$ wget -N http://ftp.jp.debian.org/debian/pool/main/d/dokuwiki/dokuwiki_0.0.20160626.a-2_all.deb
$ sudo dpkg -i dokuwiki_0.0.20160626.a-2_all.deb
$ sudo apt-get -f install




dokuwiki €8 (2)

" T —YFE O TEDRSTcDTIN
DI EDHENIEBEIC/INY I 7y T

m etckeeper vcs log -p --stat B'5
dokuwiki/apache.conf Z £ 7T




dokuwiki €I (3)
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DKIM

® sudoedit /etc/mailman/mm_cfg.py

m REMOVE_DKIM_HEADERS = Yes
REMOVE_DKIM_HEADERS = 2 [CE &

®m sudo systemctl restart
mailman.service



/usr/lib/mailman/Mailman/
Defaults.py

m jessie DIFA T Yes DEKIAZE D5
TWes LWAARDWTWah - 7

Some list posts and mail to the -owner address may contain DomainKey or

DomainKeys Identified Mail (DKIM) signature headers <http://www.dkim.org/>.

Various list transformations to the message such as adding a list header or

footer or scrubbing attachments or even reply-to munging can break these

signatures. It is generally felt that these signatures have value, even if

broken and even if the outgoing message is resigned. However, some sites

may wish to remove these headers. Possible values and meanings are:

No, @, False -> do not remove headers.

Yes, 1, True -> remove headers only if we are munging the from header due
to from_is_list or dmarc_moderation_action.

2 -> always remove headers.

3 -> always remove, rename and preserve original DKIM headers.

EMOVE_DKIM_HEADERS = No
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ssh_host_ed25519 key
Logwatch @ X — )L T

error: Could not load host key: /etc/ssh/ssh_host_ed25519_key

EHTW=D TER:

$ sudo ssh-keygen -A
ssh-keygen: generating new host keys: ED25519

dpkg-reconfigure openssh-server D

ADNED > fehd



CVD Download issues for
August 23, 2017

= WARNING: getpatch: Can't
download daily-23697.cdiff from
database.clamav.net
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= 2017-08-26 (L) D Logwatch TIIE
> CTWaEh > fehY 2017-08-27 (H)
M Logwatch TIZE > TL\



postfix

Postfix is running with backwards-compatible default settings
http://www.postfix.org/COMPATIBILITY_README.html for details
To disable backwards compatibility use "postconf compatibility_level=2" and "postfix reload"

Qiita @ Postfix 2.12 D
compatibility level & L\'BEE%"E:?“Q% C

U CHERENBRETZEDED %ﬁﬁw
compatibility_level=2 [CEXTE
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