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WireGuard & Ii3?

WireGuard: fast, modern, secure VPN
tunnel
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® ChaCha20, Curve25519, BLAKEZ2,
SipHash24, HKDF
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1A=
https://www.wireguard.com/install/

Debian (buster) &5 backports H'5

Ubuntu (19.04LLF1) %5 ppa:wireguard/
wireguard H*'5

FOMT ARV Ea—> a3 vIcHRIG

Windows, macOS, Android, iOS IZH Xt
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A—XRILED2-)

Linux 5.6 &% 5 H—RILHBEHEYR—
k (wireguard-dkms ~E)

Z DOEAE T wireguard-dkms @ postinst
HAEH O—RhsBiRFHEKIC
https://salsa.debian.org/debian/
wireguard-linux-compat/-/commit/
af9f90b13118cd259227773c2a81ccfa2
5c¢cf3e5d
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https://salsa.debian.org/debian/wireguard-linux-compat/-/commit/af9f90b13118cd259227773c2a81ccfa25cf3e5d

L2YRIT—=ODARX—=D

WireGuard D k> IL=RA v F>T/I\T
Peer @ AllowedIPs B’ IL—F 1 >4

f5:10.192.122.0/24 D%y kT —0 % X
2 =81 X w2 BITHEES

f: 10.192.124.1/32 ¥ 10.192.124.2/32 %
P2P &t
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BEEXNBEWE

wg AV YR . BORERY

wg-quick AY >V R:IP 7RLZADERERY
ZECZy/N—OT R

ip OV R TERRET 3% 51d https://
www.wireqguard.com/quickstart/ &8
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https://www.wireguard.com/quickstart/

systemd with wg-quick

CDBERTIEwg-quick@.service &S
D7Z=1EE

O DR E A EIL https://wiki.debian.org/
WireGuard &8

fl: /etc/wireguard/wg0.conf H'
wg-quick@wg0.service (ZX
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https://wiki.debian.org/WireGuard

HETIFTIL

/etc/wireguard/wg0.conf @ wgd A
interface &IC78 3

o systemctl enable --now wg-quick@wg0
THtA

LEIERITHRIES

wgo, wgl, ... DK S IC wgBF A —aEY
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man IcHBEET7 7T1ILH)

PrivateKey
ListenPort

[Peer]

Endpoint =
AllowedIPs

[Peer]

Endpoint =
AllowedIPs

[Peer]

Endpoint =
AllowedIPs

[Interface]

PublicKey =

PublicKey =

PublicKey =

= yAnz5TF+1XXJtel4tji3z1MNg+hd2rYUIgIBgB3fBmk=
= 51820

XTIBA5rboUvnH4htodjb6e697QjLERt1NAB4mZqp8Dg=
192.95.5.67:1234
= 10.192.122.3/32, 10.192.124.1/24

TrMvSoP4jYQLY6RIZzBgbssQqY3vxI2Pi+y7110WWXX0=
[2607:5300:60:6b0: : cO5:543] :2468
= 10.192.122.4/32, 192.168.0.0/16

gN65BkIKy1leCE9pP1wdc8ROUtkHLF2PfAqYdyYBz6EA=
test.wireguard.com:18981
= 10.10.10.230/32
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SR

RDR—=IHh5DRA LILD wg(8)
Interface = wg(8) OV > RTEHNS
Interface £ 2> 3 > DHRE

wg(8) & wg-quick(8) DX FIIRTE T B BF
IIEHFEOIUS LB W

man ZFARNBZEICHE T HIEE
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wg(8) Interface

PrivateKey: B Al D#Z #

ORETF7FAIICEEZT T IR5MEBICER

ListenPort: 5% (7R — bk
O /—FPCHABEDERELAEVGESIIFRE
@ interface CEICHIR—MICTEIREHD

FwMark (iptables R #HAEHHE BT

HDHD) 11736



wg(8) Peer

PublicKey : ID Z3AQTLWTWHE
O EEEFOLRER

PresharedKey : < THRWL

@ OpenVPN O ta.key O & 5 ISENDHEHEERE
AllowedIPs

@) Xt1D @ IP/CIDR

O TURZRHDICERLERTH OK
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wg(8) Peer

Endpoint : &tk
QIPT7RLRELIFRR MR+ +R—bES
® IPv6 %5 Endpoint = [XXXX:YYYY:ZZZZ::

11:51820 D& SIC[] T3

PersistentKeepAlive : NAT IRiE T&E

@ keep alive /N7y MXERFE ()

© 0% “off” THEI (TT7FILH)
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wg-quick(8)
wg IXYRE ip ARV RDS wit—

IR—TDREEHIFIp AN REBEED
wg OX > RUANTOHRETEHONS
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wg-quick(8) Interface

SaveConfig=true : & D BENRTF
© wg set T peer EM&AGY Y 5% 5EF]
Address : B9l IP 77 K L X ({88(AT8E)

DNS : up L7EfICERE T S DNS tF—/\—

PreUp, PostUp, PreDown, PostDown
@ iptables @ NAT SREREICES

MTU, Table 15/36



privatekey BEliRAIAH

PostUp Twg set %i private-key

SaveConfig = true %3 &
PrivateKey = & FIAEFNTLESDT
AR

[Interface]

Address = 10.10.0.2/32, fd86:eab4:1111::2/128
PostUp = wg set %i private-key <(cat /etc/wireguard/privatekey)
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3651

umask 077 LTwg genkey | tee
privatekey | wg pubkey | tee

publickey TH#RT1EMR

/etc/wireguard/wg0.conf ERK

systemctl enable wg-quick@wg0O - -
now
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REMDR Y b7 — I8

10.10.0.1 (VPS 1)
| "- 10.10.0.2 (E/NATILIHK 2)
*-10.10.0.3 (VPS 3)

fd86:ea0®4:1111::1 (VPS 1)
| *- fd86:ea04:1111::2 (E/NTI/LiHRK 2)
“- fd86:eal4:1111::3 (VPS 3)

223131 Z2NTELTEG. 2D IPv6 IF 148

HTY/O—/NLICH 3 183



VPS 1dDInterface:&EH

A

Address |13 /24 D & S ICEEHE % R E
(iptable @ PostUp, PostDown (EEEIC1311T)

[Interface]
Address = 10.10.0.1/24
Address = fd86:ea04:1111::1/64
ListenPort = 51820
PostDown = iptables -D FORWARD -i %i -j ACCEPT;
iptables -t nat -D POSTROUTING -o e+ -j MASQUERADE;
ip6tables -D FORWARD -i %i -j ACCEPT;
ip6tables -t nat -D POSTROUTING -o e+ -j MASQUERADE
PostUp = iptables -A FORWARD -i %i -j ACCEPT;
iptables -t nat -A POSTROUTING -o e+ -j MASQUERADE;
ip6tables -A FORWARD -i %i -j ACCEPT;
ip6tables -t nat -A POSTROUTING -o e+ -j MASQUERADE
PostUp = wg set %i private-key <(cat /etc/wireguard/privatekey)
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VPS 1DPeer:&EH

AllowlIPs [CI3#EHtLTD Address E[RILH D
ZIETE

(BN ILImRY NAT OO —/N—RED
Endpoint H' (RE TZ) &\ Peer (XR#IFEF
NS DBVWTHESUENDH D)

[Peer]

PublicKey = ugpA/M4UKHyPX9ymXI2ntHJ+uHbdUpK6duGnjjoQGnI=
AllowedIPs = 10.10.0.2/32, fd86:eab4:1111::2/128
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VPS 1DPeersZEM (2)

B %Ki T I % Peer 25 Endpoint HERET S
. EEH6h 6 b IEGHIRREE

[Peer]
PublicKey = HXuu2SFfqOSN2iifw3Mh7J6rDRMjIXAR3wQvkyYrKyA=
AllowedIPs = 10.10.0.3/32, fd86:eab4:1111::3/128
Endpoint = XXX.YYY.ZZZ.123:51820
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ENTILEEFR2DInterface
% EH

[32 TREDT7 FLADHZHKE

[Interface]
Address = 10.10.0.2/32, fd86:eab4:1111::2/128
PostUp = wg set %i private-key <(cat /etc/wireguard/privatekey)
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E/NTILiEFR2DPeers%EH

AllowlIPs (CIi& Peer iICIL—FT4 >3 3IP 7R

L X DEHEZKE
(::/0TIPV6D T 7 # )L FMEEEH WQOIZ 7R B)

[Peer]
PublicKey = 4TBulwBKSvH/B114hyxSTqlAEx3mOTxiR5e7Vpd13ng=
AllowedIPs = ::/0, 10.10.0.0/24

Endpoint = XXX.YYY.ZZZ.111:51820
PersistentKeepAlive = 25
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Zy b= bFROS—

FERET 565X X —BNHEH

O HERDEREL /N T B —/N\—IC Peer Zi1EMN
LTLL R

provision TEFMLTE AR5 Xy aH
IC9 3 CERGREINR > TEERERNDIESE
ICiR< 8%

GREIFVPS BIEX Yy aBIT/—k PC &
NTIZBRBEFED T —/N\—IZE5EH) 24/36



E# interface 8E

EEUWIIE interface L [EIFRICIENNRIAE

ListenPort (3R & IC T BHNELH S (EL
R—brEES IS start LES & LT
FAHREY B)

Address 7 13I8 interface & EFRICE
ANUIEWL

O BB Y TRy FEREDARE
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cSTWNoa—=T10
ip a TIP 7 F L XFE5R
wg OV > R TEREDEZ R
X TEF TCOVRITNULXEA DR EHERS

FEE L TLBDICZE L TLRITHhISRS
D firewall 72 & % SR
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K1

NATOFRDEEY—/N—ICHADSEHRTET
— IR SEG TR T A2HEDHD

@ - zabbix-agent TEHHIEENEET S &
SICL TR
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K A2

BEFHLILSBNSEW

- systemctl start 7217 L T
systemctl enable LTWLWAH o7

- wg-quick up wg0 TENMERESRLTWT
systemctl enable LTWLWAH oT:

— R— HMEZE L TUWL B — ListenPort &
3]
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K3

wireguard THEHRE L TLV /7 LAN RD
N oz FeHTHEEBLLESELASAW

—» MmDNS O raspi.local R DARITHE
ELTWE

O - EHRHCRFIBAD TS
O > IP7RLABEICEE
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K4

IEAREDED SR

— sysctl M net.ipv4.ip forward=1 ¥
net.ipv6.conf.all.forwarding=1 @
HE RN

- ufw route OFFERKFN
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K5

SicEsngw

— LIFEDEREICMAZT iptables
ip6tables @ MASQUERADE % E /R
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KHpe

EMOEREZ LE S LTEHK
REGID 2 & 3 & DEFEELERTE 21BN

3H5 231 BADFFZEHELTER

S FELCHY TRy MCEDR>TVLEDTER
BIEBATITESC /D ZRIRERICTE S
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wireguard-dkms

BHRFICHBEEZERIND L SICKR -
https://salsa.debian.org/debian/
wireguard-linux-compat/-/commit/
af9f90b13118cd259227773c2a81ccfa2
5c¢f3e5d

RERICFARRONIEZ L THIELE = O
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https://salsa.debian.org/debian/wireguard-linux-compat/-/commit/af9f90b13118cd259227773c2a81ccfa25cf3e5d

BicH &5l

cat /sys/module/wireguard/version
modinfo -F version wireguard
[[ $(cat /sys/module/wireguard/version) !=
$(modinfo -F version wireguard) 1] &&
sudo sh -c 'systemctl stop wg-quick@wg0.service &&
rmmod wireguard &&
modprobe wireguard &&
systemctl start wg-quick@wg0@.service'
cat /sys/module/wireguard/version
head /run/reboot-required*
sudo rm /run/reboot-required*
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17

$ cat /sys/module/wireguard/version

1.0.20200401

$ modinfo -F version wireguard

1.0.20200413

$ [[ $(cat /sys/module/wireguard/version) !=

$(modinfo -F version wireguard) ]] &&
sudo sh -c 'systemctl stop wg-quick@wg0.service &&

rmmod wireguard &&
modprobe wireguard &&
systemctl start wg-quick@wg0Q.service'

$ cat /sys/module/wireguard/version

1.0.20200413

$ head /run/reboot-required*

==> /run/reboot-required <==

==> /run/reboot-required.pkgs <==
wireguard-dkms
$ sudo rm /run/reboot-required*
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BZ

O https://wiki.debian.org/WireGuard

@ https://wiki.archlinux.jp/index.php/
WireGuard

O E->TIBfR Y D WireGuard https://
www.youtube.com/watch?
v=qrDEBt700Qho

@ The Unofficial Wireguard
Documentation https://github.com/
pirate/wirequard-docs 36/36
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